
 

 

 

 

 

 

 

May I Help You!!! 

Cyber-crime & its forensic implications 

52,974 

Incidents of cyber-crime cases 

reported in India within 1 year 

 

According to the NCRB data. 

National Cyber Crime Reporting Portal (Helpline Number - 1930) 
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What is cyber-crime? 

 

Types of cyber-crime 

 Cyber-crime is an “unlawful act in which the computer 
system is used either a tool or a target or both “. 

 Cyber-crime occurs when information technology is 

used to commit or conceal and offence. 

 Cyber-crime is intentional and not accidental. 

 

Cybercrime ranges variety of activities. Cyber-crime can be basically divided into three major categories: 

 Cyber-crimes against persons like harassment occur in cyberspace or through the use of cyberspace. 

Harassment can be sexual, racial, religious, or other. 

 

 Cyber-crimes against property like computer wreckage (destruction of others' property), transmission of 

harmful programs, unauthorized trespassing, unauthorized possession of computer information. 

 

 Cyber- crimes against government like Cyber terrorism. 

 



Cyber-crime statistics 

 

 



Article of News-Paper 



Cyber Forensic Steps 

Steps of Digital Forensics 

1. Identification 

First, find the evidence, noting where it is stored. 

 

2. Preservation 

Next, isolate, secure, and preserve the data. This includes  

preventing people from possibly tampering with the evidence.  

 

3. Analysis 

Next, reconstruct fragments of data and draw conclusions based 

on the evidence found. 

 

4. Documentation 

Following that, create a record of all the data to recreate the crime 

scene. 

 

5. Presentation 

Lastly, summarize and draw a conclusion. 



Preventative Measures  

 



Following are some of the penalties under cyber law in India 

 

Particulars Penalties 

Tempering with computer source documents  Up to 3 years imprisonment,  or with fine of upto 2 lakh rupees or 

with both 

Sending offensive messages through communication 

service. 

Up to 3 years imprisonment, with fine 

Violation of privacy. Up to 3 years imprisonment,  or with fine of upto 2 lakh rupees or 

with both 

Publication for fraudulent purposes.  Maximum 2-year imprisonment, or with fine which may extend up to 

1 lakh rupees or with both. 

Publishing of absence information in electronic form. Maximum 10-year imprisonment or with fine which may extend up to 

2 lakh rupees or with both. 



IPC Section 354 – D (Stalking) 

Criminal Law (Amendment Act, 2013) 

 

 

 

Offense Punishment 

Stalking 1) Upto 3 years + Fine for first conviction 

 

2) Upto 5 years + Fine for second or subsequent 

conviction 

Cognizable Bail Trial By 

1) Cognizable 

 

2) Cognizable 

 

1) Bailable 

 

      2)  Bailable 

 

1) Any Magistrate 

 

2)  Any Magistrate 

 

Any man who— 

 Follows a woman and contacts, or attempts to contact such woman to foster personal interaction repeatedly despite a 

clear indication of disinterest by such woman; or 

 Monitors the use by a woman of the internet, email or any other form of electronic communication, commits the 

offence of stalking.  

 



Cyber harassment 

 

 

Cyber harassment is perhaps the broadest form of cyber 

violence and involves a persistent and repeated course of 

conduct targeted at a specific person that is designed to and 

that causes severe emotional distress and often the fear of 

physical harm. 

 

Cyber harassment is often targeted at women and girls and 

termed “cyber violence against women and girls” (CVAWG 
or Cyber VAWG) involving: 

 Unwanted sexually explicit emails or other messages; 

 Offensive advances in social media and other 

platforms; 

 Threat of physical or sexual violence; 

 Hate speech meaning language that denigrates, 

insults, threatens or targets an individual based on 

her identity (gender) and/or other traits (such as 

sexual orientation or disability). 
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Message from Executive Director: 

I heartily congratulate the Department of Forensic Medicine & Toxicology 

for bringing this informative newsletter. It will certainly be helpful for the 

community & medical students. My best wishes to the entire team… 

Prof. Dr. (Col.) C.D.S. Katoch  

 

 

Message from Editors: 

We hope you will find this piece of work interesting and informative. Our 

attempt through this newsletter is to spread awareness among the 

community, readers and medical students about cyber-crime. Your 

suggestions are always welcome. 

Prof. (Dr.) Sanjay Gupta 

Dr. Utsav Parekh  


